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Abstract: 

The prototype of this model for the security system is built on the embedded platform using ARM7 Microcontroller which contro ls all 

the processes and cost is very stumpy.On higher end theft attempts like cutting power supply, protection to the vehicle is provided by 

Engine control unit(ECU) embedded on microcontroller. By using biometric finger print we can authenticate the vehicle and can  

access to the vehicle by the owner only.By using GSM technology, we provide second level authentication by sending an SMS by the 

owner to GSM module.By using GPS technology, vehicle can be tracked and can be identified very easily. thus, the system provides 

security at both levels, i.e . when battery supply is provided or not. 
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I.INTRODUCTION 

 

Vehicle Security System is based on GPS and GSM technology. 

It is a classic example of wireless communicat ions. The wireless 

communicat ions industry is one of the fastest growing industries. 

Over the past few years, there has been an explosive increase in 

the theft of vehicles. With the help of study of GPS and GSM 

technology. From Times of India, we found that vehicles are 

been stolen in India in every 23 minutes. So, crime branch and 

national bureau of crime has brought the theft intimation format 

in year 2001. But it was based on only buzzers. Now with the 

help of GPS and GSM technology, theft can be prevented at a 

high security based system. There is no problem when your car 

is in your vicinity. By using the detection of theft using car 

buzzer it ’s easy to protect your vehicle from getting theft. But 

when your car is far away from you the buzzer detection might 

not be that beneficial. Here more efficient protection method is 

required to protect your vehicle. This is the reason for creation of 

Vehicle Security system. This system uses GPS and GSM 

technology. It provides the optimum level o f safety to your 

vehicle when it’s not in your vicinity. By using Vehicle Security, 

you can protect your vehicle positioned miles away from you. 

As system uses GSM technology so, just by sending a SMS you 

can control the ignition system of your vehicle.so it is more 

easier way to protect your vehicle from getting theft. 

 

II.PROPOS ED METHOD 

 
The circuit is main ly consisting of LPC2148 Microcontroller, 

GPS &GSM module, Fingerprint scanner, LCD d isplay, Buzzer 

the exp lanation of this circu it component is as shown below.  

 
Figure 1. Block Diagram 

 

A. Microcontroller (LPC2148) 

The NXP (founded by Philips) LPC2148 is an ARM7 based 

high-performance 32-bit RISC Microcontroller with 512KB on-

chip Flash ROM with In-System Programming (ISP) and In-

Application Programming (IAP), 32KB RAM, Vectored 

Interrupt Controller, Two 10bit ADCs with 14 channels, USB 

2.0 Full Speed Device Controller, Two UARTs, one with full 

modem interface. Two I2C serial interfaces, Two SPI serial 

interfaces Two 32-b it timers, Watchdog Timer, PWM unit, Real 

Time Clock with optional battery backup, Brown out detect 

circuit General purpose I/O pins. CPU clock up to 60 MHz, On-

chip crystal oscillator and On-chip PLL. Due to their tiny size 

and low power consumption, LPC2148 are ideal for applications 

where miniaturizat ion is a key requirement. such as access 

control and point-of-sale.  
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B. FINGERPRINT SCANNER MODULE 

 

A fingerprint scanner system has two basic jobs it needs to get 

an image of your finger, and it needs to determine whether the 

pattern of ridges and valleys in this image matches the pattern of 

ridges and valleys in pre-scanned images. There are a number of 

different ways to get an image of somebody's finger. The 

mostcommon methods today are optical scanning  and  

capacitance  scanning. Both types come up with the same sort of 

image, but they go about it in completely different ways. The 

heart of an optical scanner is a charge coupled device (CCD), the 

same light sensor system used in digital cameras  and  

camcorders. A CCD is simply an array of light-sensitive 

 diodes called photosites, which generate an electrical signal in 

response to light photons. Each photosite records a pixel, a tiny 

dot representing the light that hit that spot. Collectively, the light 

and dark pixels form an image of the scanned scene (a finger, for 

example). Typically, an analog-to-dig ital converter in the 

scanner  system processes the analog electrical signal to generate 

a digital representation of this image. The scanning process starts 

when you place your finger on a glass plate, and a CCD camera 

takes a picture. The scanner has  its own light source, typically an 

array of light-emitting diodes, to illuminate the ridges of the 

finger. The CCD system actually generates an inverted image of 

the finger, with darker areas representing more reflected light 

(the ridges of the finger) and lighter areas representing less 

reflected light (the valleys between the ridges). 

 

 
Figure.2. Heart Rate Sensor 

 

C. LCD display: 

A Liquid Crystal Display is a flat panel display, electronic visual 

display, or a video display that uses the light modulating 

properties of liquid. The purpose of using this LCD d isplay in 

this prototype model is to display the information about vehicle 

access is granted or denied and to display information about 

locked and unlocked status of the vehicle Here we are using 

16*2 LCD d isplay which is connected to port1 of 

microcontroller. The fo llowing are the basic commands us ed for 

LCD are shown in Table.1. 

 
Table.1.LCD 

S.NO COMMANDS FUNCTION 

1 01H  

 

Clear screen  

 

2 38H Select 5*7 matrix  

 

3 0EH  

 

Turn ON display, Turn ON Cursor  

 

4 80H  

 

Select Top row  

 

5 C0H  

 

Select bottom row  

 

D. GPS and GS M module(SIM808): 

SIM808 module is a GSM and GPS two-in-one function module. 

It is based on the latest GSM/GPS module SIM808 from 

SIMCOM, supports GSM/GPRS Quad-Band network and 

combines GPS technology for satellite navigation. It has high 

GPS receive sensitivity with 22 tracking and 66 acquisition 

receiver channels. Besides, it also supports A-GPS that available 

for indoor localization. The compact design which integrated 

GPRS and GPS in a SMT package will significantly save both 

time and costs for customers to develop GPS enabled 

applications. Featuring an industry-standard interface and GPS 

function, it allows variable assets to be tracked seamlessly at any 

location and anytime with signal coverage. The module is 

controlled by AT command via UART and supports 3.3V and 

5V logical level. 

 

III. PROJECT METHODOLOGY AND DIS CCUSS ION 

 

We have to first scan our finger to the fingerprint scanner and it 

is processed by the microcontroller and it will be store in the 

memory and we can store as much as 250 fingerprint 

image/template i.e. we can also have called it as registration to 

the vehicle security system to access the vehicle with 

fingerprint.so after the registration process got completed   if we 

want to access our vehicle wehave to scan our finger to the 

fingerprint scanner and the microcontroller will compare this 

newly scanned image/template to the previously stored 

image/template if both the image matches to each other thanthe 

microcontroller will prompt to turn on our vehicle and this status 

will read by the microcontroller and will turn on the Relay which 

is connected to the ignition system of the vehicle that  ultimately 

allows us to start our vehicle. But if the finger print does not 

match for three times than the GSM will send a SMS to the 

owner of the vehicle about unauthorized access of the vehicle  

 

Schematic Diagram: 

 
Figure.3. Schematic Diagram 
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Software Used: 

1.KEIL µ Vision IDE:  

KEIL µ Vision is an IDE (Integrated Development 

Environment) which is used to develop an application program 

compile and run it Even the code can be debugged.It is a 

simulator where we can check the application code even in the 

absence of the hardware board. 

 

2.Flash Magic: 

Flash Magic is used for burning the developed code on KEIL in 

to the microcontroller Chip. the serial port of PC is connected to 

the port of microcontroller through MAX232 to burn the 

program into the microcontroller.  

 

 

 

 

 

 

 

ALGORITHM: 

First you have to register yourself to the vehicle security system 

in order to access the vehicle. after that when you will placed 

your finger to the fingerprint scanner the fingerprint scanner will 

generate an image of your finger and it will be processed by the 

microcontroller and store it.so after the registration process got 

completed next time you can access your vehicle by scanning 

your finger to the fingerprint scanner if the fingerprint matches 

to the previously stored fingerprint image than the 

microcontroller will prompt to turn on our vehicle and this status 

will read by the microcontroller and will turn on the Relay which 

is connected to the ignition system of the vehicle that ultimately 

allows us to start our vehicle. But if the finger print does not 

match for three times than the GSM will send a SMS to the 

owner of the vehicle about unauthorized access  of the vehicle. 

 

Practical model: 

 
Figure.10. Lcd Displaying Welcome On Power  

 

 
Figure.1.GPS Antenna  

APPLICATIONS: 

1. This project can be used to provide high level security 

to our vehicle. 

2. Project will d isplay basic information about the vehicle.  

 

Advantage: 

1. Easy to use 

2. Low cost 

3. Easy to construct 

 

Disadvantages: 

1.  It is a low range circuit and cannot be implemented in 

critical condition  

 

IV. CONCLUS ION 

 

The project entitled “Real Time Biometric Based Vehicle 

Security System with GPS And GSM Technology” helps to 

protect the vehicle from getting theft. Vehicle security system is 

key requirement in large cities. Today vehicle thieving is 

increasing; with this system, it can be controlled. The vehicle 

can be turned off, only with a simple SMS. This setup is more 

interactive due to the presence of a display to show some basic 

informat ion about the vehicle. The System is further more 

enhanced due to the presence of the GPS support. Because it will 

make the system more effect ive as owner can also stop his 

vehicle from getting stolen and even trace it if the vehicle has 

travelled some miles before being stopped. 
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